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1. Introduction

The American University of Central Asia is situated in Bishkek, Kyrgyzstan. The AUCA library serves the university’s student population of about 1200 and approximately 125 members of staff. The university combines the library and technology provision under one directorate 'Information Resource and Technology' (IRT) with a mission to “maintain, improve and develop an integrated comprehensive, forward looking technological and informational infrastructure for delivering high quality information and technological services to the University community in order to achieve the University mission on ensuring excellence in teaching, learning and research”. 

Director of IRT Sania Battalova (also the EIFL Country and FOSS Coordinator) describes the library as an “open source laboratory” where they test and trial open source software for recommendation to other libraries in the Kyrgyzstan EIFL consortium.

Background

IRT had expressed an intention to facilitate remote access to e-resources for staff and students but without them having to negotiate a maze of different logins and passwords. They already used the Radius system for login management. IRT's Senior Developer for web-based services Stanislav Tsymbalov had begun working to implement federated access technology by using Shibboleth. However he had encountered difficulties (partly because Shibboleth requires knowledge of Java programming, which is not available at AUCA) and was on the verge of giving up when he attended the EIFL FOSS Themed Week on federated access and was introduced to an alternative tool, SimpleSAMLphp, by speaker Brook Schofield of TERENA. SimpleSAMLphp does not require skills in Java, but rather it needs skills in PHP, which Stanislav possessed. Together they thought this might help get around some of the issues IRT had encountered and Stanislav began investigating SimpleSAMLphp, with technical advice provided by Brook. 

2. Project Description

AUCA provides access to a range of electronic resources and databases for its staff and students. It also provides many electronic services:

· Online Registration Portal,

· Online Evaluation System,

· Alumni Service System,

· Library Patrons Authentication System,

· Student Careers Service,

· Off-campus access to databases and archives,

· Discussion forum (for local needs),

· E-portfolio system (based on Mahara FOSS software),

· E-course system (based on Moodle FOSS software),

· and more!

All of these required an individual login and password. Some of these were based on LDAP (Lightweight Directory Access Protocol) – an application protocol for reading and editing directories over an IP network; some were based on RADIUS (Remote Authentication Dial-In User Service) – which allows authentication realisation, authorisation and registration, by means of using remote access policies; while others had their own manually-maintained user database.

The objective of the project to install SimpleSAMLphp was to provide a 'single window' to users with one username and password to access all services, some of which were located outside the university (e.g. e-resource databases).

3. Benefits and impact

The work Stanislav has completed so far on this project has been done by one person, alongside other work, in around 9 months. He reports that initially there is a steep learning curve even if you are familiar with PHP, but once you have successfully installed the software, it is easy to use and proceed.

Benefits and impact include:

· Students and staff at AUCA now have fewer logins and passwords to remember, and once work is complete on bringing in the additional plug-ins, they will eventually need only one login and password to access all university systems.

· The AUCA IdP can potentially act as the seed of an Identity Federation in Kyrgyzstan – the more institutions join the federation, the more easily they will be able to gain access to e-resources using these protocols and tools, and the more easily will their users be able to get access to the resources they need.

· At the EIFL-FOSS 2011 Regional Seminar in Tanzania there was a presentation of SimpleSAMLphp; it received a positive response, five delegates from other countries expressed an interest to implement it.

4. Implementation of SimpleSAMLphp

There were a few problems encountered immediately with the installation of the software – setting additional PHP modules on the university server; and connection problems between the test service provider (TERENA acted as a test service provider to avoid having to use a real provider) and the AUCA IdP (Identity Provider). Both were quickly resolved, the latter by adjusting the system time and timezone of the AUCA server! Stanislav reported that the most difficult problem to resolve was achieving the correct installation of the SSL certificate – existing certificates for the other web applications were causing issues, but eventually working through these one by one resolved the problem.

AUCA then developed their own IdP which they could connect to Active Directory using the LDAP protocol – this took a considerable amount of time as it was a new area in which they did not have existing expertise. A difficulty arose due in getting the service providers to communicate with the IdP- this turned out to be related to Cyrillic encoding fields in the Active Directory. The IdP essentially helps AUCA to define:

· Who has the right to an AUCA digital identity.

· When is this identity assigned to an individual.

· How is this identity maintained.

· How is this identity used.

· How is this identity terminated.

Simple SAMLphp not only provides this user authentication protocol, but can be set to release only the data each Service Provider needs, thereby meeting the needs of Data Protection legislation. It even has a module to issue consent forms to users before their details are passed to service providers.

Once the IdP development was complete, Stanislav then started to work on creating a test version of the new AUCA single sign-on service provider. It worked successfully and communicated well with the IdP. 

The new single sign-on authorisation portal is now working and enables AUCA to use the IdP as a federated access point. Stanislav is now working on connecting the Mahara and Moodle SAML plug-ins to the AUCA IdP.

5. Further information

 Summary: SimpleSAMLphp is an award-winning application written in native PHP that provides authentication and authorisation infrastructure focused on the Security Assertion Markup Language (SAML). SimpleSAMLphp can be used to implement an identity Provider (IdP) to supply user information to authenticated services, a service provider (SP) to protect resources and offer an authentication interface or as a bridge to translate between popular identity protocols, such as: Shibboleth 1.3, A-Select, CAS, OpenID, WS-Federation and OAuth. Operates on Linux, Mac OSX and Microsoft Windows.

· Languages: Bokmål, Nynorsk, Sámi, Dansk, Deutsch, Español, Svenska, Suomeksi, Français, Italiano, Nederlands, Luxembourgish, Czech, Slovenščina, Hrvatski, Magyar, Język polski, Português, Português brasileiro, Türkçe

· EIFL users: American University of Central Asia (AUCA)
· Homepage: http://simplesamlphp.org/
· Download page: http://simplesamlphp.org/download
· Licence: GNU LGPL

· User community: http://simplesamlphp.org/lists
· Developer community: http://groups.google.com/group/simplesamlphp-dev   

· Learn more: see our Federated Identity information page containing details of the EIFL-FOSS and EIFL-Licensing Themed Week online workshop by Mark Williams, Brook Schofield and Sania Battalova. See also our 2011 Regional Training Seminar for details of Brook Schofield's training sessions (look for two sessions: External Advocacy and Policy Issues; and Federations and Identity Issues)


This case study was compiled by Simon Ball, EIFL-FOSS programme manager, based on presentations and materials provided by Stanislav Tsymbalov, American University of Central Asia, Kyrgyzstan, in January 2012.
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